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Image protection
f you create a photo, assuming that
you have permission in cases where
it’s necessary, you own the copyright.
Most people assume that it’s more

complicated than that, but no – if you’re the
author, the copyright is yours. The problem is in
protecting ownership of images that belong to
you, which can often mean having to prove that
you’re the legitimate copyright holder. This
shouldn’t be too much of a worry if you do nothing
more exciting with your photos than pass them
around the canteen at lunch time or host an
occasional slide show at the local Scout hut, but
if you put your pics online it may be a different
matter. One of the big advantages of having
photographs in a digital form is that they’re easy 
to copy and distribute. On the other hand, one of
the big disadvantages of having photographs in 
a digital form is that they’re easy to copy and
distribute... Do you see where we’re going with
this? If you put your images online, or even
exchange them by email, it’s easy for others to
pinch them and re-post them on their own sites.

Some unscrupulous types may even want to claim
authorship themselves, although we think this
would only apply to your more artistic efforts,
rather than snaps of your holidays or kids’ birthday
parties. But who knows what context your photos
might end up in?

Watermarking 
There are several ways you can protect yourself and
your images. The first is to make sure that you can
prove your pictures belong to you. A quick and easy
way to do this is to use an image-editing package
to put your name and email or website address on
every image you post on the Web. It’s not difficult
to do, and if you saw our previous article on online
image editors (MF102) you’ll know where to start
(we still recommend www.myimager.com).

The problem with visual watermarking is that
it’s too easy to tamper with. All it takes is a bit of
cloning in Photoshop or, cheekier still, a new box to
cover the old details with new ones. Hidden
watermarks are far more robust. Photoshop and
ImageReady users will already be familiar with the
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words Karl Hodge
When putting your images online, you should bear in mind that they’re easy to copy.
We have a look at some ways to protect your pictures from getting pinched. 

ArtistScope provides secure Web hosting software and
services that prevent users from copying information from
your pages, whether images or code.
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Digimarc plug-in that enables you to put a hidden
copyright message into images destined for display
online. You can sign up to watermark images for
free online at www.digimarc.com, using
ImageBridge. Go to www.digimarc.com/imaging
and click on “Register Now”. Choose “1-99” images
and the basic service in the sign-up pages and 
you can subscribe to Digimarc for a year. Once
subscribed, you’ll need to choose an online
watermarking service that supports Digimarc, such
as MarcStation, at http://www.creativepro.com
/digimarc/welcome/ Again, there’s a form to fill 
in, but it’s free.

Stop thief!
While other watermarking products are available,
Digimarc is the most widely used and, more
importantly, the only one we could find that had
support from free online tools. However, there are
systems designed to “protect” your images from
being stolen. At fotolist.com you can sign up for a
trial account that enables you to upload images.
Using CopySafe software from ArtistScope (www.
artistscope.com) prevents would-be image thieves
from nabbing your pictures in any of the most
direct ways.

If the problem is that people are linking to your
images – that is, they’re displaying pictures that

belong to you, directly from your pages – then it
might pay to sign up with a Web space provider
that won’t let them. Tripod at www.tripod.com and
Angelfire at www.angelfire.com don’t allow you to
link to images on their servers from external
servers. It won’t stop people pinching your pictures,
but it will stop them from nicking your bandwidth.

Private property
Of course, the most effective way to protect your
digital images is to not put them online at all. If
you must, you can at least restrict who can view
them. Using an online photo album service such as
that at www.pictrail.com enables you to set up
privacy options. That way, only people with whom
you’ve shared a password will be able to view your
pictures online – and chances are you won’t mind
those people making personal copies. Other free
services offering similar features include www.
gatherround.com and www.photoworks.com.

If you’re a dab hand at building Web pages you
could be clever and password-protect your own
site. You’ll find lots of ready-made JavaScripts with
full instructions on how to install them at
http://javascript.internet.com/passwords/. In most
cases, you simply have to paste the script into your
page and change a couple of parameters – the URL
to redirect to, and the password needed to access
the protected pages.

Royalty free
What if you actually want people to download and
use your images? As a one-horse operation you’ll
be unlikely to be able to compete with big guns
such as www.corbis.com or www.freeimages.co.uk,
but maybe someone will be able to make use of
your photographic masterpieces. Before making

//If you put your
images online it’s
easy for others to
pinch them and
re-post them on
their own sites//

Online photo albums afford you
the protection of a password that
you can share with a select circle.

Cut and paste a quick JavaScript
password-protection solution in to
your page from http://javascript.
internet.com/passwords/

Digimarc, the most widely
supported invisible watermarking
technology, is free to register for as
long as you don’t plan to mark
more than 99 images in a year...

Guaranteed royalty free,
www.freeimages.co.uk has a
couple of thousand reasons why
you should avoid nicking other
people’s photos.

www.copyright.com – information
on all aspects of the law governing
copyright.
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5 TOP SITES
www.copyright.com
Copyright issues on the Web
are global. That’s why
copyright.com is the first
place you should think of if
you want to swot up on the
laws governing ownership of
information online. It’s an
American site, but there are
links to relevant material the
world over.

www.corbis.com
A commercial site selling
royalty-free imagery for use 
in print and online. It has a
massive database containing
thousands of images, and all
the previews are
watermarked visibly to
prevent misuse. A good
source for professionals and
photographers in need of
inspiration.

www.eff.org 
The Electronic Frontier
Foundation campaigns for
the interests of individual 
Net users. In its text archive
there’s a comprehensive
section on intellectual
property and fair use
legislation that should help
you if you get involved in 
any copyright disputes.

www.stegoarchive.com
Image watermarking and
fingerprinting are just two 
of the most high-profile
examples of covert
information embedding 
in use on the Net –
stegoarchive.com goes into
detail about the history of
the practice and looks at
future applications.

www.fluidphoto.com
A simple, one-trick site that
enables you to superimpose 
a faint visual watermark over
any Web image. You can
upload a logo, type in some
text and set the level of
transparency you want.
FluidPhoto.com does the 
rest for you.

pictures available to the public, you should follow
our advice on watermarking – this will help you
keep track of the number of people using your
photos. In addition, visible watermarking which
features the name of your site will bring punters
looking for more.

When providing images for free download it

may be a good idea to place a notice on your 
page asking users to place a link back to you,
acknowledging the source of the images. You can
make this easier by creating a button that users
can place in their pages, and simplify the process a
step further by including the HTML code in your
own page, ready for them to just cut and paste.

It goes without saying that if you download
images from other sources, you make sure that
you’re allowed to use them and you acknowledge
the author when you’re requested to. It’s only fair,
after all. MF

You can use a drag-and-drop Web-authoring tool to embed images in a page in a way that prevents people from

downloading them direct for their own use.

In Dreamweaver, another way to achieve the same end is to
place all your images in Layers. When you’re done, use the
Layer tool to draw a second set of transparent Layers over each

of your images, then save the file.

3 Both methods will stop users from downloading images using
the context-sensitive menu. However, this won’t stop them
from saving all the images on your page using Internet

Explorer’s Save As Web Page function.

4

Make a note of the dimensions of your image. Most image-
editing packages display this information quite prominently.
Start your Web-authoring package and place a new single-

celled table which is exactly the same dimensions in pixels as the image.

1 Set the padding, border and spacing parameters of the table 
to zero, then set the background image of the table to be the
image you want to put on the page. Would-be image thieves

won’t be able to grab the picture by conventional means.

2

Steganography – The academic word that
describes the practice of hiding digital
information within other digital information.
It can be used to cover watermarking or even
cases where files may contain information for
espionage purposes...
Fingerprinting – A similar practice to
watermarking, except that where the latter 
is used to prove ownership of media,
fingerprinting is used to mark the media as 
a unique version.

JARGON BUSTER

Digital Watermarking is a process that places hidden information
within a media file. Although the practice started with images, it’s
now expanded to all kinds of media – and is even being considered
as a method of controlling MPEG audio distribution. It works by
embedding copyright details in the pixels of the image rather
than in a special “layer” or non-image file. This is so that the
watermark can survive various transitions, including conversion 
to different file formats, cropping, distortion and so on.

In addition to copyright information, many other details can be
added to an image. For example, to help in cataloguing sets of
images you could add keywords describing content. Specialised
search engines with the ability to decode the embedded
watermark can then be used to sort the images into categories.
Digimarc’s MarcSpider search engine enables you to look for
instances of an image appearing on the Web according to the
details embedded in it – enabling authors to track illegal uses of
their photos.

HOW DOES WATERMARKING WORK? 

Locking up your images
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